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TERMSҼOFҼREFERENCEҼҼ
Ҽ
PɖʖȌʤȌɖɈҼTȌʤȱe:Ҽ Ҽ FULLҼSTACKҼDEVELOPERҼ
Ҽ
SʤaʈʤҼDaʤeҼ:ҼҼ Ҽ 01ҼҼSeʀʤeɂbeʈҼ2026Ҽ-Ҽ31ҼNɖ˓eɂbeʈҼ2026ҼҼ
Ҽ
EɂʀȱɖˤɂeɈʤ:Ҽ Ҽ Pʈɖȡecʤ-baʖedҼ
Ҽ

TheҼ CȱȌɂaʤeҼ ReaȱȌʤˤҼ PʈɖȡecʤҼ PhȌȱȌʀʀȌɈeʖҼ ȌʖҼ hɖʖʤedҼ bˤҼ ʤheҼ IɈʖʤȌʤuʤeҼ fɖʈҼ CȱȌɂaʤeҼ aɈdҼ
SuʖʤaȌɈabȱeҼ CȌʤȌeʖҼ (ICSC),Ҽ aҼ ɈɖɈ-gɖ˓eʈɈɂeɈʤҼ gʈɖuʀҼ ʀʈɖɂɖʤȌɈgҼ cȱȌɂaʤe-ʈeʖȌȱȌeɈʤҼ aɈdҼ
ȱɖ˘-caʈbɖɈҼde˓eȱɖʀɂeɈʤҼ ȌɈҼ ʤheҼPhȌȱȌʀʀȌɈeʖҼaɈdҼ ȌɈʤeʈɈaʤȌɖɈaȱȱ .ʕҼ IʤҼ ȌʖҼ ʈecɖgɈȌ˲edҼ fɖʈҼ ȌʤʖҼ
ʈɖȱeҼȌɈҼheȱʀȌɈgҼad˓aɈceҼeffecʤȌ˓eҼgȱɖbaȱҼcȱȌɂaʤeҼacʤȌɖɈҼaɈdҼʤheҼPaʈȌʖҼCȱȌɂaʤeҼAgʈeeɂeɈʤ.Ҽ
Ҽ
TheҼCȱȌɂaʤeҼReaȱȌʤˤҼPʈɖȡecʤҼȌʖҼaҼWaʖhȌɈgʤɖɈ,ҼDC-baʖedҼɈɖɈ-ʀʈɖfiʤҼɖʈgaɈȌ˲aʤȌɖɈҼfɖuɈdedҼ
aɈdҼchaȌʈedҼbˤҼfɖʈɂeʈҼUSҼVȌceҼPʈeʖȌdeɈʤҼaɈdҼNɖbeȱҼLauʈeaʤeҼAȱҼGɖʈe.ҼTheҼɂȌʖʖȌɖɈҼɖfҼTheҼ
CȱȌɂaʤeҼ ReaȱȌʤˤҼ PʈɖȡecʤҼ ȌʖҼ ʤɖҼ caʤaȱˤ˲eҼaҼgȱɖbaȱҼ ʖɖȱuʤȌɖɈҼ ʤɖҼ ʤheҼ cȱȌɂaʤeҼ cʈȌʖȌʖҼ bˤҼɂaȨȌɈgҼ
uʈgeɈʤҼ acʤȌɖɈҼ aҼ ɈeceʖʖȌʤˤҼ acʈɖʖʖҼ e˓eʈˤҼ ʖecʤɖʈҼ ɖfҼ ʖɖcȌeʤ .ʕҼTɖҼ ʤhȌʖҼ eɈd,Ҽ ʤheҼɖʈgaɈȌ˲aʤȌɖɈҼ
ʈecʈuȌʤʖ,Ҽ ʤʈaȌɈʖ,Ҽ aɈdҼ ɂɖbȌȱȌ˲eʖҼ ʀeɖʀȱeҼ fʈɖɂҼ aȱȱҼ ˘aȱȨʖҼ ɖfҼ ȱȌfeҼ ʤɖҼ ˘ɖʈȨҼ fɖʈҼ ȡuʖʤҼ cȱȌɂaʤeҼ
ʖɖȱuʤȌɖɈʖҼ ʤhaʤҼ caʤaȱˤ˲eʖҼ ʈaʀȌdҼ ʤʈaɈʖȌʤȌɖɈҼ ʤɖҼ cȱeaɈҼ eɈeʈgˤҼ aɈdҼ ȱɖ˘-caʈbɖɈҼ fuʤuʈeҼ aɈdҼ
beʤʤeʈҼʤɖɂɖʈʈɖ˘ҼfɖʈҼuʖҼaȱȱ.Ҽ
Ҽ

1.Ҽ ScɖʀeҼ ɖfҼ WɖʈȨ.Ҽ TheҼ FuȱȱҼ SʤacȨҼ De˓eȱɖʀeʈҼ ˘ȌȱȱҼ ha˓eҼ ʤheҼ fɖȱȱɖ˘ȌɈgҼ duʤȌeʖҼ aɈdҼ
ʈeʖʀɖɈʖȌbȌȱȌʤȌeʖ:Ҽ
Ҽ
1.1.Ҽ Seʤ-uʀҼaʈchȌʤecʤuʈe,Ҽ ȌɈfʈaʖʤʈucʤuʈeҼaɈdҼҼ ɂȌgʈaʤȌɖɈҼ-ҼʀeʈfɖʈɂҼȱegacˤҼcɖɈʤeɈʤҼ

audȌʤҼaɈdҼʖʤʈaʤegˤҼ(ʈeʤȌʈȌɈg/aʈchȌ˓ȌɈgҼɖȱdҼdɖɂaȌɈҼcɖɈʤeɈʤ);ҼʖʤageҼeɈ˓ȌʈɖɈɂeɈʤҼ
deʀȱɖˤɂeɈʤ,Ҽ cɖɈʖɖȱȌdaʤeҼ daʤa,Ҽ eˡecuʤeҼ fiɈaȱҼ DNSҼ cuʤɖ˓eʈ;Ҽ ʀɖʖʤ-ȱauɈchҼ bugҼ
fiˡȌɈg,ҼaɈdҼGɖɖgȱeҼʈe-ȌɈdeˡȌɈg;ҼҼaɈdҼhɖʖʤҼ˘ebʖȌʤeҼȱauɈch;Ҽ
Ҽ

1.2.Ҽ FʈɖɈʤ-EɈdҼ DeʖȌgɈҼ aɈdҼ UʖeʈҼ IɈʤeʈfaceҼ (UI)Ҽ IɂʀȱeɂeɈʤaʤȌɖɈҼ -Ҽ de˓eȱɖʀҼ
ʖȌʤeɂaʀʖҼ aɈdҼ ˘Ȍʈefʈaɂeʖ;Ҽ eɈʖuʈeҼ ɂuȱʤȌ-ʀȱaʤfɖʈɂ,Ҽ ɂuȱʤȌ-de˓Ȍce,Ҽ aɈdҼ
cʈɖʖʖ-bʈɖ˘ʖeʈҼ QAҼ ʤeʖʤȌɈg;Ҽ aɈdҼ efficȌeɈʤȱˤҼ ȌɈʤegʈaʤeҼ ȱȌ˓eҼ ʖɖcȌaȱҼ ɂedȌaҼ feedҼ
˘Ȍdgeʤʖ,ҼȱȌɈȨʖ,Ҽȱaˤɖuʤʖ,ҼeɂaȌȱҼɂaʈȨeʤȌɈgҼaɈdҼɖʤheʈҼȌɈʤeʈɈaȱҼʀȱaʤfɖʈɂʖ;ҼҼ
Ҽ

1.3.Ҽ BacȨ-EɈdҼ ȱɖgȌcҼ aɈdҼ ʤʈacȨȌɈgҼ hɖɖȨʖҼ -Ҽ cʈeaʤeҼ cuʖʤɖɂҼ ˘ɖʈȨflɖ˘ʖҼ fɖʈҼ uʖeʈҼ
ȡɖuʈɈeˤʖҼaɈdҼʀaʈʤȌcȌʀaʤȌɖɈҼɂechaɈȌcʖ,ҼdaʤaҼȱaˤeʈҼȌɂʀȱeɂeɈʤaʤȌɖɈ;Ҽ301ҼʈedȌʈecʤҼ
ɂaʀҼ cʈeaʤȌɖɈҼ acʈɖʖʖҼ ȱegacˤҼ dɖɂaȌɈʖ;Ҽ aɈdҼ ȌɈʤegʈaʤȌɖɈҼ ˘ȌʤhҼ ʤhȌʈd-ʀaʈʤˤҼ
eɂaȌȱ/Ɉe˘ʖȱeʤʤeʈҼʀȱaʤfɖʈɂʖҼ(e.g.,ҼMaȌȱchȌɂʀ);ҼaɈdҼ
Ҽ

1.4.Ҽ TʈaȌɈȌɈgҼ aɈdҼ haɈdɖ˓eʈҼ ʤɖҼ ʤheҼ CʈeaʤȌ˓eʖҼ aɈdҼ Ne˘ҼMedȌaҼ Teaɂ;Ҽ ȌɈҼ ɖʈdeʈҼ ʤɖҼ
ʀʈɖʀeʈȱˤҼɂaȌɈʤaȌɈҼʤheҼ˘ebʖȌʤeҼɂɖ˓ȌɈgҼfɖʈ˘aʈd.Ҽ
Ҽ
Ҽ
Ҽ
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1.5.Ҽ TheҼ ʖcɖʀeҼ ɖfҼ ˘ɖʈȨҼ ɖuʤȱȌɈedҼ abɖ˓eҼ aʈeҼ ȌɈҼ ɈɖҼ ˘aˤҼ ʤɖҼ beҼ cɖɈʖʤʈuedҼ aʖҼ aȱȱҼ
eɈcɖɂʀaʖʖȌɈg.Ҽ OʤheʈҼ duʤȌeʖҼ aɈdҼ ʈeʖʀɖɈʖȌbȌȱȌʤȌeʖҼ ɂaˤҼ beҼ ʈeʆuȌʈedҼ aɈd/ɖʈҼ
aʖʖȌgɈedҼaʖҼɈeceʖʖaʈˤҼbaʖedҼɖɈҼɖʈgaɈȌ˲aʤȌɖɈaȱҼɈeedʖ.Ҽ

2.Ҽ QuaȱȌficaʤȌɖɈʖҼ aɈdҼ EˡʀeʈȌeɈce.Ҽ TheҼ FuȱȱҼ SʤacȨҼ De˓eȱɖʀeʈҼ ˘ȌȱȱҼ ha˓eҼ ʤheҼ fɖȱȱɖ˘ȌɈgҼ
educaʤȌɖɈ,ҼʀʈɖfeʖʖȌɖɈaȱҼeˡʀeʈȌeɈce,ҼʖȨȌȱȱʖҼaɈdҼȨɈɖ˘ȱedge:Ҽ
Ҽ
2.1.Ҽ GʈaduaʤeҼ ɖfҼ aҼ ʈeȱe˓aɈʤҼ dȌʖcȌʀȱȌɈeҼ (e.g.,Ҽ CɖɂʀuʤeʈҼ ScȌeɈce,Ҽ IɈfɖʈɂaʤȌɖɈҼ

TechɈɖȱɖg ,ʕҼ ScȌeɈceҼ aɈdҼ Sɖfʤ˘aʈeҼ EɈgȌɈeeʈȌɈg,Ҽ IɈfɖʈɂaʤȌɖɈҼ Sˤʖʤeɂʖ,Ҽ WebҼ
DeʖȌgɈҼ aɈdҼ IɈʤeʈacʤȌ˓eҼ MedȌa,Ҽ HuɂaɈ-CɖɂʀuʤeʈҼ IɈʤeʈacʤȌɖɈ,Ҽ CɖɂʀuʤeʈҼ
EɈgȌɈeeʈȌɈgҼɖʈҼaҼʈeȱaʤedҼfieȱd);Ҽ
Ҽ

2.2.Ҽ WɖʈȨҼeˡʀeʈȌeɈceҼȌɈҼɈɖɈ-gɖ˓eʈɈɂeɈʤҼɖʈҼcȌ˓ȌȱҼʖɖcȌeʤˤҼɖʈgaɈȌ˲aʤȌɖɈʖ;Ҽ
Ҽ

2.3.Ҽ MuȱʤȌ-PȱaʤfɖʈɂҼ ȨɈɖ˘ȱedgeҼ aɈdҼ eˡʀeʈȌeɈce,Ҽ ʖuchҼ aʖҼ buʤҼ ɈɖʤҼ ȱȌɂȌʤedҼ ʤɖҼ
Wɖʈdʀʈeʖʖ,Ҽ EȱeɂeɈʤɖʈ,Ҽ MaȌȱChȌɂʀ,Ҽ GɖDadd ,ʕҼ GɖɖgȱeҼ AɈaȱˤʤȌcʖ,Ҽ FacebɖɖȨ,Ҽ
IɈʖʤagʈaɂ,ҼLȌɈȨedIɈ,ҼYɖuʤube,ҼTȌȨTɖȨ,ҼX,ҼThʈead,ҼChʈɖɂe,ҼSafaʈȌ,ҼFȌʈefɖˡ;Ҽ
Ҽ

2.4.Ҽ Pʈɖ˓eɈҼEˡʀeʈȌeɈceҼ˘ȌʤhҼMuȱʤȌ-SȌʤeҼMȌgʈaʤȌɖɈʖҼ
WȌʤhҼ ˘ɖʈȨȌɈgҼ eˡʀeʈȌeɈceҼ aɈdҼ ʀɖʈʤfɖȱȌɖҼ ɖfҼ buȌȱdȌɈgҼ aҼ ʖȌʤeҼ fʈɖɂҼ ʖcʈaʤch,Ҽ
ȌɈcȱudȌɈgҼɂeʈgȌɈgҼaɈdҼɂȌgʈaʤȌɈgҼɖfҼɖȱdҼdɖɂaȌɈʖ;ҼҼ

2.5.Ҽ SʤʈɖɈgҼJa˓aScʈȌʀʤҼ&ҼDaʤaҼLaˤeʈҼFȱueɈcˤҼ
HȌghȱˤҼ cɖɂfɖʈʤabȱeҼ˘ɖʈȨȌɈgҼaȱɖɈgʖȌdeҼ aҼɂaʈȨeʤȌɈgҼ aɈaȱˤʖʤҼ ʤɖҼʀȱaceҼ ʤʈacȨȌɈgҼ
ʖcʈȌʀʤҼhɖɖȨʖҼȌɈʖȌdeҼcuʖʤɖɂҼfɖʈɂʖ;Ҽ

2.6.Ҽ MaʖʤeʈȌɈgҼCɖɈʤeɈʤҼMaɈageɂeɈʤҼSˤʖʤeɂҼ(CMS)ҼCuʖʤɖɂȌ˲aʤȌɖɈҼMaʖʤeʈˤҼ
BuȌȱdҼ cuʖʤɖɂҼ ʀɖʖʤҼ ʤˤʀeʖҼ (e.g.,Ҽ cʈeaʤȌɈgҼ aҼuɈȌfɖʈɂҼʖʤʈucʤuʈeҼ ʖʀecȌficaȱȱˤҼ fɖʈҼ aҼ
"CaɂʀaȌgɈ"ҼɖʈҼaҼ"Pʈɖgʈaɂ")ҼɖɈҼʖˤʖʤeɂʖҼȱȌȨeҼWɖʈdPʈeʖʖҼaɈdҼWebflɖ˘;Ҽ
Ҽ

2.7.Ҽ CȱeaɈҼaɈdҼOʈgaɈȌ˲edҼDɖcuɂeɈʤaʤȌɖɈҼSȨȌȱȱҼ
CɖdeҼaɈdҼbacȨeɈdҼɂaɈageɂeɈʤҼfɖʈҼBʈaɈchҼɂaȌɈʤeɈaɈceҼҼ

2.8.Ҽ GɖɖdҼ ȌɈʤeʈʀeʈʖɖɈaȱҼʖȨȌȱȱʖҼ˘ȌʤhҼabȌȱȌʤˤҼʤɖҼ˘ɖʈȨҼuɈdeʈҼʀʈeʖʖuʈeҼaɈdҼʤɖҼeʖʤabȱȌʖhҼ
aɈdҼ ɂaȌɈʤaȌɈҼ effecʤȌ˓eҼ ˘ɖʈȨҼ ʈeȱaʤȌɖɈʖhȌʀʖҼ ˘ȌʤhҼ ʀeɖʀȱeҼ ɖfҼ dȌffeʈeɈʤҼ
bacȨgʈɖuɈdʖ;ҼҼ
Ҽ

2.9.Ҽ MaʤuʈȌʤˤҼaɈdҼʀʈɖfeʖʖȌɖɈaȱҼabȌȱȌʤˤҼʤɖҼhaɈdȱeҼʖeɈʖȌʤȌ˓eҼȌɈfɖʈɂaʤȌɖɈҼaɈdҼabȌȱȌʤˤҼʤɖҼ
ʈeʖʀecʤҼ ʤheҼ cɖɈfideɈʤȌaȱȌʤˤҼ ɖfҼ ʖuchҼ ȌɈfɖʈɂaʤȌɖɈҼ ˘hȌȱeҼ ˘ɖʈȨȌɈgҼ ˘ȌʤhҼ
ɖʈgaɈȌ˲aʤȌɖɈҼaɈdҼICSCҼe˓eɈҼafʤeʈҼʤheҼcɖɈʤʈacʤҼeɈdʖ.Ҽ
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3.Ҽ Suʀeʈ˓ȌʖȌɖɈ.Ҽ TheҼ FuȱȱҼ SʤacȨҼ De˓eȱɖʀeʈҼ ˘ȌȱȱҼ ha˓eҼ ʤheҼ fɖȱȱɖ˘ȌɈgҼ ʈeʀɖʈʤɖʈȌaȱҼ aɈdҼ
ʖuʀeʈ˓ȌʖɖʈˤҼʈeȱaʤȌɖɈʖhȌʀʖ:Ҽ
Ҽ

3.1.Ҽ DȌʈecʤȱˤҼ ʈeʀɖʈʤҼ ʤɖҼ ʤheҼ CʈeaʤȌ˓eʖҼ aɈdҼ DȌgȌʤaȱҼ MedȌaҼ LeadҼ ɖfҼ ʤheҼ
ɖʈgaɈȌ˲aʤȌɖɈҼ ˘hɖҼ ˘ȌȱȱҼ cɖɈducʤҼ ʈeguȱaʈҼ ʀeʈfɖʈɂaɈceҼ aɈdҼ ɖuʤʀuʤҼ
e˓aȱuaʤȌɖɈ;Ҽ

Ҽ
3.2.Ҽ WɖʈȨҼ cȱɖʖeȱˤҼ ˘ȌʤhҼ ʤheҼ DȌgȌʤaȱҼ TʈaɈʖfɖʈɂaʤȌɖɈҼ CɖɈʖuȱʤaɈʤҼ ˘hɖҼ ˘ȌȱȱҼ

ʀʈɖ˓ȌdeҼ ɈeceʖʖaʈˤҼ ȌɈfɖʈɂaʤȌɖɈҼ aɈdҼ aʖʖȌʖʤaɈceҼ ɖɈҼ ʤheҼ WebҼ
De˓eȱɖʀɂeɈʤ;Ҽ

Ҽ
3.3.Ҽ MaȌɈʤaȌɈҼ cȱɖʖeҼ cɖɖʈdȌɈaʤȌɖɈҼ ˘ȌʤhҼ ʤheҼ CɖɂɂuɈȌcaʤȌɖɈʖҼ TeaɂʖҼ ɖfҼ ʤheҼ

ɖʈgaɈȌ˲aʤȌɖɈ;Ҽ
Ҽ

3.4.Ҽ WɖʈȨҼcȱɖʖeȱˤҼ˘ȌʤhҼʤheҼBʈaɈchҼMaɈageʈҼɖfҼʤheҼɖʈgaɈȌ˲aʤȌɖɈ.Ҽ

4.Ҽ WɖʈȨȌɈgҼ Hɖuʈʖ.Ҽ TheҼ ˘ɖʈȨҼ ɖfҼ ʤheҼ FuȱȱҼ SʤacȨҼ De˓eȱɖʀeʈҼ ˘ȌȱȱҼ beҼ ɂɖʖʤȱˤҼ ʈeɂɖʤeҼ ɖʈҼ
hɖɂe-baʖedҼ buʤҼ ˘ɖuȱdҼ ʈeʆuȌʈeҼ ɖfficeҼ ˘ɖʈȨҼ aʖҼ Ɉeeded,Ҽ baʖedҼ ɖɈҼ ɖʈgaɈȌ˲aʤȌɖɈaȱҼ
ʈeʆuȌʈeɂeɈʤʖ.ҼҼ
Ҽ
TheҼFuȱȱҼ SʤacȨҼDe˓eȱɖʀeʈҼɂuʖʤҼbeҼa˓aȌȱabȱeҼʤɖҼ˘ɖʈȨҼʈeɂɖʤeȱˤҼ˘ȌʤhҼʤheҼɖʈgaɈȌ˲aʤȌɖɈҼ
aʤҼȱeaʖʤҼfɖuʈҼ(4)ҼdaˤʖҼaҼ˘eeȨ,ҼfʈɖɂҼMɖɈdaˤҼʤɖҼThuʈʖda ,ʕҼʖʤaʈʤȌɈgҼ9:00ҼAMҼPhȌȱȌʀʀȌɈeʖҼ
ʤȌɂe.ҼҼ
Ҽ

Ҽ
Ҽ
Ҽ
Ҽ
Ҽ
Ҽ
Ҽ
Ҽ

Ҽ
Ҽ
Ҽ
Ҽ
Ҽ
Ҽ
Ҽ
Ҽ
Ҽ
Ҽ
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